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MPOrHo3ax Ta 3axojax oo IB. IIpu 1bOMy B HOPMATHBHO-TIPaBOBY Gasy Mae OyTu
BHECEHO 3MiHu /10 3akoHiB Ykpainu “IIpo indopmariito” ta “IIpo ocHOBM HallioOHAJIBHOT
6esrekn YKpaiau” BiHOBIIHO IO Cy4aCHUX BHMOT CYCIiIbHOTO po3BuTKy ACY s
IBYVII. Takox BaKJIMBUM 3aBaHHSM CTa€ 3a0e31eUeHHs Ha HAJIC;KHOMY PiBHI CTBO-
peHHs iHTerpoBaHoi iHgopmaltiiinoi cucremu yripasiainss Ib B indopmaitiiine cycrisib-
CTBO KpaiHu Ha Jiep:KaBHOMY piBHi. [HTerparisi B ingopmariiiiine cycnizbcTBO Bifo-
BiJIHUX JIOKAJIi30BaHUX iHTEPHET-PECYPCIB i HEMOKJIMBICTH MOBHOTO KOHTPOJIIO 3 GOKY
JepsKaBYU HaJl TJI00ATbHUME COIaTIbHUMU MEPEKaMU € TIPUBOJIOM LIS CITIIBHOTO TIO-
YKy MUISIXiB BUPIIIEHHsT HaAiiHOTO 3abe3MeyeHHsT Hal[lOHAIbHOI Ge3IeKH B iHTepecax
JlepsKaBU.
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AUTOMATED SYSTEMS OF INFORMATION SECURITY MANAGEMENT
IN LIFE OF MODERN SOCIETY: LEGAL ASPECT

Office management through automated information systems leads to the
development and implementation of them into the field of public administration. Not
so long ago, technological networks and systems have been isolated from the surroundings,
therefore the provision of information security in this area has not been recognized as
relevant one. However, in recent years there has been an intensification of dangerous
cyber-communities in obtaining information through espionage and even blackmail.
In addition, hundreds of automated information systems operate in all areas of
management activity and at all levels. As a result, the availability of means and tools
for remote impact on information infrastructure is critically increasing, often due to
the continuous improvement of methods of commercial information theft and fraud.

The state pays a great attention to the organization of the protection of automated
control systems and other information systems that are considered potentially vulnerable
objects. In accordance with the state policy in the field of insurance of the safety of
automated control systems of Ukraine, relevant normative and legal acts concerning
information security are constantly being developed and created. Ukrainian legislation
is developing in the direction of the transition to a mandatory electronic form of an
interaction of the parties of legal relations — nowadays this process is the most
noticeable in the sphere of rendering state services in various spheres. However, in the
context of the strong influence of automation on the processes of public administration
and on society as a whole, a number of important relations related to the development
and application of automated information systems, have not yet been legalized.

Today, general issues related to property relations concerning automated control
systems, copyrights on the components of automated control systems and databases,
etc. are regulated.

The issues of the admissibility of the use of automated control systems are not
regulated by law. Current practice of legal regulation consists in the adoption of a
normative legal act, which legitimizes the use of a particular system for the automation
of specific processes at the declarative level. Such normative legal act is not bound to
the system itself (in particular, the system can be updated, changing its functional
characteristics without the need for amendments to the regulatory legal act). This
approach does not prevent the use of incorrectly functioning systems (containing
program errors or incorrect assumptions in the design process), which leads to the
violation of Ukrainian law. Modern legislation in general does not contain the
concept of error in the program and does not address such issues as the legitimacy or
illegal use of certain AIS to automate administrative processes. Therefore, an important
task is to ensure, at the appropriate level, the creation of an integrated information
security information management system at the state level in the information society
of the country. An integration into the information society of relevant localized
Internet resources and the impossibility of full control by the state over global social
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networks is the reason for a joint search for the solutions for the reliable security of
national security in the interests of the state.

Keywords: information and telecommunication system; information security;
risk; information security management system; information security risk management.
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